


  

 

 

 

 

• Certain information has been 

intentionally concealed due to security 

considerations. 

• It might come to your attention that the 

Penetration Test focused on surface-

level aspects, and that is related to the 

company's desire. 
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Cyber-Attacks are considered one of the biggest problems of the 
current era, because of the integration of the digital world in our 
lives, and businesses are most affected.  

• where it is only in January 2019 alone More than 1.76 billion 
corporate records leaked. 

• Ransomware attacks happen every 14 seconds in the world. 
• 43% of cyber-attacks are targeted at small businesses and 

which was established recently. 

And your company is not exempt from this matter, especially a it 
subsidiary of a large company such as    J&C, as it can be used as a 
means to penetrate the parent company. because They are not 
separate, the files are transferred between the two companies. 

Yes, it is true that these cyber-attacks will not be able to reach 
production machines and cause work accidents, but they are still at 
the same level of danger, because they will target members of the 
administration (the company's money). 

And the Cyber-Attacks have already happened, but luckily they 
weren't targeted but rather random, so they didn't cause a lot of 
damage. 

There are a lot of 
Phishing attacks that have 
occurred and continue to 
occur, but the members 
of the administration 
were intelligent and did 
not fall into the trap. 

 

 

There are two company accounts whose password has been leaked. 

The password must be changed as soon as possible: 

• 396954776@qq.com                                                                  

(the Chinese e-commerce service JD suffered a data breach) 

• qixiang.zhou@gmail.com                                                    

(China's largest online forum known as Tianya was hacked) 
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Also, I detect an attack by a virus (Trojan) where the company's 

devices are used as zombies in DDOS attacks (denial-of-service).

  
Because the matter urgent, I intervened, I scan Synology device, and I 

detect three Trojan files and deleted them, and install anti-virus in Device. 

but despite that, the attack is still continuing because the virus has spread in 

the network, and we need to scan all devices in the network to find the 

source and solve the problem.  

 

 

 
CVSS                                                                         Risk Classification 

CVSS stands for Common Vulnerability Scoring System. It is a framework globally used to assess 

and quantify the severity of security vulnerabilities in computer systems and software. 

Risk Level  Description  

Critical  

10 - 9.0 

the highest severity, representing vulnerabilities that pose a severe risk to 

system confidentiality, integrity, and availability. Exploiting be easy, 

without requiring user interactions. You must prioritize promptly 

remedying. 

High 

8.9 - 7.0 
  

have a high potential to cause harm and can have a severe impact on the 

confidentiality, integrity, or availability of the affected system. Exploiting 

relatively easy, and do not require complex conditions. should be 

addressed. 

Medium  

6.9 - 4.0 

have a moderate potential to cause harm and may have a significant 

impact on the confidentiality, integrity, or availability of the affected 

system. Exploiting require a certain level of skill or specific conditions. 

Low  

3.9 - 0.1 

have limited potential to cause harm and are often difficult to exploit. 

They may have minimal impact on the confidentiality, integrity, or 

availability of the affected system. 
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 The administrator password for the router is the default. 

 All users use the administrator account for normal daily use. 

 An Easy-to-Guess Password WIFI.  

 One password in several networks WIFI. 

 Not disable USB ports in public areas. 

 USB ports are not locked with a password. 

 All devices are connected in one VLAN. 

 BIOS settings are not password protected. 

 Unauthorized Access to Sensitive Information, such as bank account 

passwords, email messages, and all other data. 

 Stop all digital or online works and activities. 

 Loss or Delete All Data. 

 Installation of Malicious Programs and Spread of Viruses and Malware. 

 Network Tampering, Disruption and System Manipulation. 

 Leaking sensitive information 
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 The administrator password for the router 

is the default.  

• User Name: root 

• Password: adminHW 

Description:                                                                                                

The router's password is a default password provided by the factory, 

which is standardized across all routers and widely known. This poses 

a significant security risk as anyone connected to the network can 

potentially gain control over the entire network, as well as its devices 

and data. 

 
Risks: 

 By instructing the router to forward all data to hacker device, the 

hacker can gain access to all sensitive information transmitted over the 

network, such as bank account passwords, email messages, and all 

other data. (Just by knowing the router password) 

 Anyone can tamper the network settings, turn it off, or block 

the devices. (In the best case scenario, a full day's work will be 

wasted repairing the router.) 

 disable all network protection protocols, thus making all 

connected devices vulnerable to hacking easily… 

Solutions: 

 Change Password 

Recommendations:  

 Do not use any default passwords. 

 Use a complex password (P@ssW0rd-07). 

 The password can only be known by the administrator IT.

Network 

CRITICAL:   
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 All users use the administrator account 

for normal daily use. 

 

Description:                                                                                                

All people use Administrator account in their work and also in normal 

usage, that means they have all the permission to do anything. And 

they never need these permissions to do their job 

                              
Risks: 

 Install viruses or malicious programs (deliberately or 

unintentionally) that spread to all the company's devices and 

pose a danger to them (such as ransomware). 

 Execute malicious commands that pose a threat to the and 

data and the devices connected to the network. 

 Delete all data. 

 It can unintentionally cause the computer to crash. 

Solutions: 

 Use the normal user account. 

 The right authorization for the right person for the right job 

at the right location. 

 Close the administrator account with a password that only the 

administrator IT knows. 

Recommendations:  

 Using Windows Server to easily control all users access and 

give them the appropriate permissions (See Page 11). 

 

Infrastructure 

CRITICAL:   



7 

 

 An Easy-to-Guess Password WIFI.  

 One password in several networks WIFI.   
 

Description:                                                                                                 

The password used can easily be guessed. Because it consists of 

general information about the company (name - date of establishment - city). 

The hacker does not guess and experiment manually, but rather uses 

programs that give it only possible words, and it does everything, as it 

can try more than 2000 passwords per second, and this means that it 

will inevitably find the password. Which is what I tried as the program 

took only 2 minutes and 58 seconds to find it:  

 
Risks: 

 Of course, an easy-to-guess password is easy to hack, and this 

puts all data and devices connected to the network at risk. 

 Using one password in several WIFI networks makes it easier 

for a hacker to penetrate all networks because he can target 

the weakest or closest network that can be accessed from 

outside the company and extract the password. 

 The mobile devices of the members of the administration can 

be easily targeted as they automatically connect to the nearest 

network. 

Solutions: 

 Using complex passwords that do not contain any public 

information related to the company. 

 Use a different password for each WIFI network. 

Recommendations:  

 Giving each category of company members a private Wi-Fi 

network that only they connect to. 

Network 

High:   
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 Not disable USB ports in public areas. 

 USB ports are not locked with a password. 

 

Description:                                                                                                 

There is no protection for the USB ports, anyone can connect any 

device into the computer without requiring any authorization, even in 

devices located in dangerous public areas, thereby gaining access to 

the infrastructure. 

Risks: 

 The company can be hacked during a job interview where the hacker 

can connect a device such as USB RUBBER DUCKY or BASH 

BUNNY and it will take 7 seconds for the device to do the thing it was 

programmed on, either it will automatically copy all the data or it will 

spread a virus or it will give the hacker access to the computer remote. 

 
 The risk can be internal, where an employee without authorized access 

copies confidential data and leaks it either as an act of retaliation 

against another employee or the company itself. 

Solutions: 

 Lock USB ports with a password. 

 Use USB Defender. 

 Disable USB ports in public areas. 

Recommendations:  

 Use a different password on each computer. 

 Only the owner of the computer knows the password. 

Physical 

medium:   
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  All devices are connected in one Vlan. 

 

 

Description:                                                                                                 

All wired and wireless connected devices, company computers, 

phones and personal devices are connected in one vlan: 

 
Risks: 

 If a single device becomes infected with a virus, it can 

potentially spread to all other devices connected to the 

network. 

 The network's vulnerability to hacking increases due to the 

presence of personal devices connected that do not adhere to 

security standards. 

 Ordinary users have the capability to spy on administrative 

devices. 

Solutions: 

 Create a vlan for each category of company members. 

Recommendations:  

 Permanently separate work devices from personal devices. 

Network 

 

medium:   
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 BIOS settings are not password protected. 

 

 

Description:                                                                                                 

The basic system (BIOS) settings of the computer are not password 

protected.  

 
 

Risks: 

 Disable security protocols. 

 Computer stability (system cooling and performance) can be 

tampered with, damaging the computer. 

 Tampering with computer settings and making it not work 

Solutions: 

 Lock BIOS with a Password 

Recommendations:  

 The password can only be known by the administrator IT. 

                                                                                                 

 

                                                                                                 

 

                                                                                                 

                                                                           

low:   

Physical 
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RECOMMENDATION :                      Necessary 

Active Directory: 

 
Description:                                                                                                 

Active Directory is a directory service developed by Microsoft that functions 

as a centralized database to manage and organize network resources within a 

Windows domain environment. It provides a hierarchical structure for storing 

and managing information about network objects, such as user accounts, 

computers, groups, printers, and other network resources. 

Advantages: 

• Centralized Management of all devices in one operating system. 

• Centralization of all data. 

• Manage User authentication, permissions and group policy. 

• Scalability. 

Tasks: 

I. Planning & Design Topology of Infrastructure. 

II. Infrastructure Preparation. 

III. Domain Controller Deployment. 

IV. User and Group Migration. 

V. Resource Integration. 

VI. Testing, Validation and Documentation. 
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RECOMMENDATION :                      Necessary 

Password: 

 

 

 

 

 

 

Description:                                                                                                 

Most of the weaknesses in the company are related to passwords, so the best 

solution is to follow the recommendations to create strong passwords: 

Recommendation: 

• Avoid Personal or Public Information About Company. 

• Do not use any default or common password. 

• Use a unique password for each of your accounts. 

• using a passphrase instead of a single word. 

• Avoid using simple patterns or sequences ("12345678" or "qwerty"). 

• Regularly Update Passwords for critical accounts. 

• The password is known by the owner only, to avoid any attempt to evade 

responsibility in the event of an accident. 

• Complexity: 

o Randomly mixing uppercase and lowercase letters, numbers, and 

special characters. 

o Incorporate substitutions and variations in your passwords: 

 (a > @ … E > 3 … O > 0 … I > 1 … S > $) 
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RECOMMENDATION :                     Important 

End Point Security: 

Traditional antivirus software does not offer adequate 

protection against complex attacks.                                   

Endpoint security providing comprehensive protection of 

all devices such as desktops, laptops, and mobile devices 

from internal/external sophisticated malware and evolving 

zero-day threats. 

 

Backup Storage: 

Backup storage serves as the ultimate solution when 

encountering any data-related issues. It is crucial to 

ensure that the stored data is well protected and kept 

separate from the Internet and the company's network. 

This is because many data-targeting attacks, such as 

ransomware, have the potential to spread rapidly 

throughout the entire network. 

 

RECOMMENDATION :       Good Addition 

 

VLAN (Virtual Local Area Network) By logically 

segmenting a physical network into multiple virtual 

networks, VLANs provide flexibility, scalability and 

security as they isolate traffic and restrict access 

between different VLANs. also enable more efficient 

network management by allowing network 

administrators to control and prioritize traffic based on 

VLAN membership.
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Identifying the problem is 50% of the solution,             

and the other 50% is implementing the solution. 

 I have knowledge of both aspects. 

Allow me to introduce an exclusive cybersecurity 

service aimed at Hardening your company's systems 

against potential cyber threats. Our comprehensive 

approach includes penetration testing to meticulously 

uncover and address vulnerabilities within your 

organization. Additionally, we offer the expertise of a 

dedicated Security Operations Center (SOC) Analyst to 

promptly respond to and mitigate any security incidents 

that may arise. Our commitment extends to a wide array 

of cybersecurity services beyond these, tailored to meet 

your specific needs and challenges. 

 I'm ready, just waiting for your call

https://linko.page/amb47

